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THREAT LANDSCAPE
OVERVIEW

@ 00:27

increase in attacks by Average eCrime breakout time
Al-enabled adversaries dropped to  minutes, a
increase in speed from 2024,
and the fastest breakout time

was only  seconds

i) i
o

China-nexus activity increased increase in zero-day
across all sectors, with an vulnerabilities exploited prior to
increase in logistics public disclosure

2026 GLOBAL THREAT REPORT

of detections in 2025
were malware-free, up from
in 2020

Lg

Valid account abuse
accounted for of
cloud incidents

YD
% 281Y
Y ¥ &

new adversaries tracked
by CrowdStrike, raising
the total to

L7/

rise in cloud-conscious
intrusions, with increase
by state-nexus threat actors
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EC-COUNCIL
UNIVERSITY

ACCREDITED. FLEXIBLE. ONLINE.

Top 10 Cybersecurity Threats of 2026

Al-Assisted Autonomous Attacks ' Al-Enhanced Phishing & Social Engineering

Identity Abuse & Credential Compromise .l Ransomware 3.0 & Intelligent Extortion

Supply Chain Attacks DDoS Megascale Operations

Deepfake & éynthetic Identity Fraud loT & Edge Vulnerabilities

Adversarial Al & Data Poisoning Post-Quantum Cryptographic Pressure
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¥ Your personal files are encrypted
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You have 5 days to submit the payment!!!

To retrieve the Private key you need to pay
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Ao Hacker ArinN1sulugdoyaluwatias
1WsKa danlwad Iuthwidauisalalwa
H8os:UUTE 9NUUAR=EOTOAI WKL
H8000ANS LWo “SunA1(d (Ransom)”
LanfunisnoasKaliondouaduun Un
WULDUDEUSEEIUDIANS HSDKUDEYOU
sguIa

nau HACKER LockBit entuunistusyuuu
Ransomware as a Service (RaaS)
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wWsSU.AdUWY QUUTKU 2560

WINSIUCU Facebook IG d9 SMS ualyuwnun &0 Email unguao
toldu Spam UsSu 200,000 un

nt CYFENCE
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sUllvuuaoneAnAtuniolsluas Malware (Jat12s)

* BOTNET

aunsningaUaudsuazgniuasudu Bot
(82U197N Robot) Tus19:=1uaunsnd
ADUWILEDS LSULLAU 1SINLEIDS KS
aunsnl IoT 3ue wdnu
lWasasSuUANF0INUSNINDS

TaouSninoasa:un Botnet AGTUTSTUTOUG
JUNGITHOY NSUYDO Mirai Botnet ATGIOGD
5015 Botnet N31 600,000 1AS20TUNIS
DNS snghnjuaolannau

BOTMET

nt CYFENCE
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sUlluuyavngANAIUNI0{BLUDSNWUUDY Social Engineering

* Phishing: nasdo3wauasudusuuriaialugogaududiunu Taerdo30:btasdnau "dGada"

Phishing Vhishing Smishing

=]
=
=]

&
A ﬁaanmuﬁﬂn?is’éauﬁumnan Social engineering
(N1SHaoNad0 aoraanydu
IKaANNIsWugIuNMIa3NetKdolUalwedoua)

cogouglouidodwanaunBotiotiidounanan
aon ua:zlwlunsandoyauasiASae KSauala Sensitive
3U q tuKtinlwonRnUasuduuiagoLuULbsU KED TR
aoUlkaalWanLuuuIAUSWaLToaa6o Malware KD
Ransomware TUADUIIL6DSU9000ANS LWUGU

nt CYFENCE
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a29810: Wudodwa NneannIunN1olsLlUasS

Social Engineering

nt

From ; "ebma Pl

Shre™ <nlo-rmdi [ SesIesgn 0 s
T ¢ yowrma B kansombnn coem

1 F s e

Date : Mon, Aug 24, 20135, 16220
Subct @ Email (yourmaili@esikombank oom) Termination Motios

1. laFudwy Ei'i"lné'ﬁ»uﬁlugiiﬂ wia ldULTana

Account NUTi"icatiUl'/

¥ijur Emal (vl @ asikormDans oo will Shog fld e g mMgss ales G 0 1
R thst Our Sysleem debeCiad & viIakion O SPam aChivits |
¥ou Mave 0 vanhy @nd up-greace yours amal E0dess srommeion 10 avoad aoooun

I i e,
1@ G S Oerd N GO T iy CHCH

lETrenEon . To weely 800 up-grade you

Figre 0 verly & Lip-0race your AGSowum

7 : —
\j Fripees D @l pecaur venhication 1 52 sgpewash malme | ma pee-u oo s ek

Thiganks 10 LSirk) Conr Sirvelil

2. AMNNI8Y2 L4 m}iﬁ:qﬁiqﬂﬂﬁ

o
=
]

'l'-a.. e e B 1 | L] ¥ e
3. (MM TBLHANA F]H'm:l.-ﬂﬂl"'ﬂﬁl-'-‘iﬂﬁ'lﬂ wasam

TH, [EHEr

wa lidldanlaaudnasiadavdiaiiaade

4. ferdaan amadaulaoawwnd e (Wauedn)

O mrareiy

Vilabmzl Adminisireion

anlnnghagaiey deluaseivaninuuusn

@ iorephyifilasdombank com_20190206 doc /

CYFENCE

Securing your Business

K Mobile Banking PLUS: wSnmsasnoiay tuanuzdani)
A alad

K-Mobile Banking PLUS [noreply-674339@donimemek.com]

" Agprevel of the locked Polcy ( Eng - verson ) pdf (14748);
- oval of e locked Polcy ( Thas - Versien ) odf (

K-Mobile Banking PLUS: Winuasanogluao wzlont s
alak

winsasnsawneandoevasad ibeawrsarmnhifafale nm
ayidvlonavgndan (Thai - Version) pdf

aavonmwazioacrindan e K-Contact Center 02-8888888 wial

W info@kasikombankcom

vauasauniula
une suwavindniing

K-Mobile Banking PLUS: Your service is temporanly locked
Hello

TO read the details of the case, read the trust message. "Approval
of the locked Policy (Eng-Version) pdf”

For more information, please contact K-Contact Center at 02-
8888888 or emadl inlo@kasikombank com

Yours sincerely

KASIKORNBANK PCL

© National Telecom All Rights Reserved



6129810: SMS Phishing NeAnAluNiolsLluasS

®* SMS Phishing / Smishing

+66 94-662-4086

Flash 9aas Lidi3a nyanfasia
Wasiugulinaninasdnsau :

nt CYFENCE

+66 99-432-5950

M3 Haugiinia
u 1asuRuANa NN lguIganan
Waasn s Inihaugiina wukdu

'
1 oAt

AuANUTENUNNDIILNDS ARADN:

Social Engineering

tongcaidan718222@163.com

angnna lamsz bisiseldag vy

N9L51528HaNUNe Shopee 5u
FUATAUNY

WINUIEY Az 3,000 unaagiia
12 UAIHUIADURANIULABINY 15D
@ AIUINYINNUAIBANNITI |9

vnau e grunsauaaline id :
9905036

(M3ngwn: nMsamiisunasiiang

1NN 181 unisauas ligunsn
s la)

© National Telecom All Rights Reserved



sUlluuyaongAnAtuniolsluas Social Engineering

* Voice Phishing/ Vishing/ unoA Call center

* KHaonaolkbalWouadayadinrywiunio "ideo" nSon1sinsAwn
* nstETnsAwnTnsuKaanaso Wl 2026 UNTS Al Voice Cloning Uaaulduidaonusan odotkhrinssnssuaou

* Caller ID Spoofing:
iAo Call Center WinATuTagUasuudaoluasTnsAwRTKQIHLaUTNSUNINKUIE0IUSIHSOSUNAISIS N

||I|I||||||x

I’'m ur MOM
CEO CFO
etc.

\
-,

N

nt CYFENCE
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sULlUUUDONEIANAIUNIOTBLUDS Social Engineering

[ |
° ° — ° N 0
* Spear Phishing (WWUL91:001HED) * Whale Phishing (n1sanUanonu)
LaNNasaztaan "WIKHUIgLWIE1R1:99" (LU wuno1utu 10u Spear Phishing 100$5URWOLUNTUR "juSKNSS=AUED"
LWUNUYBUDOUSHN A HSaLauIyNISyadWUSHISUSHN B) (C-Level) CEO CFO nEauiRUs1unadadutaiEooldu
Taaln1sAnundoyavoomBouduagnodnouacio Lo 1WHune: eovluadoyanduduuoousen KiokaantKTou
a31015090s12NgauvSINgeauMBauNUIEnlUoan ISUFIUDUUKFANE

—

QD AR

RLOT D3 [N

LEANL UNGIRNGO 1A IO ONY HONY 18N

© National Telecom All Rights Reserved



sUlluuyaongAnAtuniolsluas Social Engineering

* Baiting: | ) | * Pretexting
N1S219 Flash Drive NGaUalosnadunansiscus (tsu {Touios 158102 0olNKNKEoa01unisisUUETULA"
rgggggjéﬂ\)’]ulﬁUTUlﬁ&)UﬁUﬂaULﬁDlma§u§@n§38ﬂ3’1u (The Pretext) atdi0udodnotuniskasnaaliinio
28NSO INIAU 1Boto sugouUalwsdoyadnAryrdorintugonylous
@00N1S

© National Telecom All Rights Reserved



sUlluuyaongaAnAuniolsluas Network

 Man in The Middle (MitM)
N1s1ouEN10[BlUDSSULUUKUONLSNINDSIINSNEIDDEEASINATISEHINONISTHOAISUDOFDD
e (18U WisAuBUTsasunAis) TasnAauNuITUSED WoanwWo uvlusdoyaddudd sKawu
KSauauuNvdayansudonu NMKJayadnyKIgKsSoNISNNISSNSSUEWANG

Mobile

> d@nqunasndiusdaasonaunduunlau:
— Wi—Fi Uaauaun1iw,/auuou
< -
- DulseiUasu

Broken Connection

User / Victim \ /
New
Connection

New
Connection

nt CYFENCE
ssssssssssssssssssss © National Telecom All Rights Reserved



sUlluuyaongaAnAuniolsluas Network

. @ Atacker sends "Launch™ © Bots cfn?g ﬁzc:rhaffm
DDOS 38n1sloudidnrunentdudulse Kso s e :

€ Attack traffic overwhelms

s:uUNISKEUSNS Taetsinsaolouandusiu | =1 i oedt
N19UDULINEOUALIKUNY Jﬁ [=) —

1 . - - v @ o vooe Y, ? e —
168N ULDANAYINU JAUSEFOALWD =) : L2l J,_i
15uls6l S=UUNISTRUSNNS KSSEUULNSDUNY o = -

' - L8| —
luaunsalsoularSainaszuvallunga =

httpswww nginx. comresources/glossarydistributed-denial-of-services

nt CYFENCE
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sUuuuyaoneAnAIuNiolsluUas DATA & Application

SQL Injection Attacks

AotnAUAN1SToUGINT0(BLUDS NuaNnasilau(d "A1do

[}
Coad

AoUIDIEIDSNSUASIY" aolUtudaonsandayadngiuuktnidule
legoFgsoolhd SQALI liarnaanKs=uugIudayarnaouIun1oiu

AIUNUTNINDSEDONIS Uannasalusaldntovayaniulasu
aUrYIGILa=aINSO UNTY/ 519/ au/ tazdanisdoyanidu
ADUAUYDOLHKED

nt CYFENCE
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sUuuuyaoneAnAIuNiolsluUas DATA & Application

Cross—-Site Scripting (XSS)

Ao Nylougitloansuanidusuasne WrlutuktiniSuRgqunBotio(KatSu
asonQNnuan) Tagonfe soolndnduUasansuulSuLBUWALASU Lo
IdotUantintSulu Ws3waso:Suansualagdintosiuliauoo
15uls6i950 rntkgTousivlusdoya WU ANN Wwadu ID WWotdaousas)
wle

2. Victim visits
trusted website

| _ malicious script

+. Hacker injects
trusted website
with malicious
script

XSS WSuinAdn

- ] — v ~ v - ' [~ - ' -
 MSWABURTNGUTE (web Defacement) Hacker 9:10 XSS (uaunw(Suwleieounu (U 13UUDSE, 590ADULUUG)

- nasiSUTsaUasu Phishing
— Wa" KiSunauasig9aludd Uawdsh
FWISOLOUGAEIDAVULAS0

nt CYFENCE
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sUuuuyaoneAnAIuNiolsluUas DATA & Application

Aonisilaninasus:TosuaIngoolkd (Vulnerability) tusaweios
ngolulneQnAUWULANOU FMTKEEWeuUNTUDIDaNa51095URTuKED
Patch Ténu dowatrinisUsonurinlasnnuinuazuneAnAu
STYLSO

"Zero—day" KUNgDVIMUDUSUNLWELUIILDLDANUNISUN[UKaVIINN
soolhagnununtsTougitdunsousn

nt CYFENCE
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sULLUUYDONEANAIUNIO(BLUdSNWUUDY DATA & Application

Aon swntiodayanidunduavlaslulesuaunyna 165U Jayan1on1sidu Joya

douunna Joyassno KEadouaniAWENATYdUS

dlnauaoNIsazliauaya JoyadnAryaoudionsouao

1.n1slauUENM0(BLUDS (Cyber Attacks): ooAnslauldnlulwauws
¢ AYoWwaGodoyalasluldSusunye

2. ADUWAWANaUDdUAAINS (Human Error):

O T y _ _ o tuunoNsUidNISISeN
* n1selon1AdIUUaReNgNuQNEDY KSaNTsWalwadoyalag (e

A1loyaodoya
b | 3. N1sQNUlUEKSOFrYKIgUa0uUNSHU (Theft or Loss of Devices):
* nN1sgryrngvavaunsniinuioyaniddoyadAry : USB FLASH DRIVE/External Forissoto@eolas
HDD ADAULNGoED

nt CYFENCE
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sUllUUYaONgANAIUNI0[BLUDS

nsider Threat

1. winonudoalu 1.NaUUDWAUNGAUAY: 2. gAUszuINIEULED 3. gnonulugddau an
2. 966WwUNoU nranerSaulugdoya WIddotoo:rngrgoodns  Haonbuwmdio

3. Partners/Vendors: INGOIN : * waaneavn Phishing *  Urnydwisou
u‘itﬁu§msmauanﬁ’ *  AdIULAUE: ® N1 Flash Drive ﬁ'ﬁz'jaga (Username/Password)
T‘él'é'uané * waus:lgsuniolou d1AtYHIY vaoQnuaninasulvelU

: ?\
@@ s

mmmm——
| ———

e

Malicious Negligent Compromise

nt CYFENCE
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sUllUUYaONgANAIUNI0[BLUDS

loT Vulnerability

Ao voulkouavaunsnd
IoT" AlBouGioNU
SunasLia WU Ndao WJasu
209sUa, Kaoalu

59058x, GLEUTIASY:,

lAS9V9NSUlsVVU

1. WWaeeusKawIuNLan
019 Uasudouluing

nluaunsnl loT folivaolholgd:?

2. UnaN1saULeeINIY
UJaoangonuwaael
IHanuu

3. 9uUnsnd loTN1sSuUd0
UayanluUaoang

© National Telecom All Rights Reserved



sUlluuyaongaAnAtuniolsluas

Soolk3uoossuutnATulad 1. 9unsnidongn1sidonu 2. Wu "AdueaLtaY" 3.lulegnoanuuUUILLD

UnU&Einns" (Operational uu (Legacy Systems) UINNI1 "AdTuUasang" 1B5ouUGlaauULtNaSLiG

[ ) o 5 - - — - ' v -
Technology) lAS299NSUISOOUQN * SUELWETS (Patch)" Wulsav * PUnIslwsoueo OT WNU Internet
eza;uuum?ﬁ?omu Ie-20t tHoyunn Rt TMINAUWU Wotiqdayaniswaaldonnnni
. . —_— ) ] l . » _: l'\J v b}
g0(5S:uUUQUENISLNILLN UnosTugnuiTunun 1F399610 Hacker 191:=S:=UU

(15U Windows XP) ATUD
N1saULa6)

nt CYFENCE
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sUlluuyadngANAIUNIO(BLUDS

— 5aTa/1duoUasunasiolas Al

— LlaguLLuuluKkin, Lldg9, NTN10YDOUAAAISO
(WUSHIS, URAAdNSISIUE)

— gIN61IDNISLLENLLYEADIIISO

&3¢

— NISKaanal’vNGUGaULLAzLIUULUYUTUGDY Al
— 18 Al @S10undunun, StAs1:KUdDYALKED

— 61D9810: Call Center Kaanadolluullou,
nasasaouidvasw, lasutllvuldsovasu







douus:nauKrkanyaondIIVUUAVUADANIYFISEULNF

e Confidentiality (N1sSn¥1A2IUAU)
n1sunUavdayarsas:uulhaluisatdnola

LaWsWHADANSINIUU

Confidentiality

* Integrity (A21UQNEDOLIAEADIUASUNDU)

C'A n1sUaonulutkdayanSas:zuugneaatilaouniy
Teelulasuauy e LazN1sasdvaaulALLlITayaRAu(s

A
TrICId K5O d061980

Integrity Availability L
e Availability (AW wSaulEou)

nasitidayansSassuuauisantotasigoulaawisaaonns

nt CYFENCE
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People

This Includes the employees that

execule tasks, managers and

leaders set goals and m:
15, or stakeholders who

s toward the|

%0
I
Nt orrence

Process Technology

Process enables this by acting

The tools and systems you use
the undation that aligns

to support or enable your team

peopie with the culture and

Lo carry out processes maore

quality of work a project or efficiently.

© National Telecom All Rights Reserved
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1. Defense-in—Depth

Policies, Procedures,

Awareness

Physical

Perimeter

Application

Data

Nt orence
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2. Incident Response Plan

ES

) Detection &
Preparation

Analysis
Containment,
. . Lesson
Eradication &
Learned

Recovery

nt CYFENCE
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3. Zero Trust Architecture

[}
l.l '
nt CYFENCE
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4. Data Backup

3 backup copies 2 on different 1 stored off-site
media types

nt CYFENCE
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5. Cloud Security

Safeguarding Data Privacy and Compliance

Ensuring Identity Verification and Controlled Access

Detecting Threats and Implementing Responses

Preserving Network Security

Devising Robust Security Configurations

Nt orence

© National Telecom All Rights Reserve



6. Enforce Multi—factor Authentication (MFA)

© National Telecom All Rights Reserved



7. Principle of Least Privilege

Nt orence

Restrict
privileges
/
Employee
° ploy
Access
A\

Only necessary
systems and

applications

© National Telecom All Rights Reserved




8. Al & Automation

Threat Detection and

Predictive Analytics and Response

Incident Prevention

Endpoint Protection

Automating Routine

Security Tasks

nt CYFENCE
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ununtlazkuianSuiasauyasunaINshnedyao

LKUINaULNATUTagdISaULNA

unansnoTU (User) -

nt CYFENCE
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UNUINKUTNUDOWUSHAS

ativayudundIuuAD
Jaoangasautnf

aonuIadssnsSweIns

aduauyuupans

Nt orence

nKuaulagu1gAIUADIVUUAD
Jaoangansautlne

soulatllazdodns

dolasudeuusssuLluu
Uaousou

© National Telecom All Rights Reserved



unuankUanuaotdKlanauLnatulagdnsaulne

‘ UNAsli1s=39arund UDUAOUADaNYEISEULNA

e Us:sldund1uldgoarundiudunoUaaangaisaulne

e Gaaos:uulaonuiASaue 91N Firewall
0 Secure Delete 9UnsnINILTSLLAD

Vulnerability Assessment and Penetration Test

nt CYFENCE
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unuanKulnyaounansnalu (User)

SOUNINSSUESI0AITIGEIS=KUN

A@EIVYDEISINYINUNTANATIY

dolowundINssulNdddgHSanaANAIY

Jpuaawulguirgarunduounolaaansdisautne

HAdqusOUatunIsSNUIAIIVUUAOUADGNEY
ansautne

L,

nt CYFENCE
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Lagnloua! dryryrtuldiounedodoLne

ADUWILEDS/UNSNIN10IUBIWAUNE, LLTOAUDEY

U Pop-up LWWang duuitao, Tusuinsuilae/Ualao
[Waougnidasid / wWalule / Kelu
UrySoaulalgnden / Tn1sdonduaninlusan
LWiau/KuUdEo LT3 TéSUBWa/JonduLUang 9INLSA

suthastliadidaunad / wWnSulsalule

)|
Nt orenee



Ljognloua! Juadun1sSuaLUD06IU — Act Immediately

1. GOEE! 9816UAS=KUN
* N1SAEFURNAWANAUBIVLIANANIAU 219NTKANIUNISDULLE A
2. LLvuLINgITdIN18luUDOANSAUN!

® KoKU10U, W1E IT / WQLlas:=uU (6NU520N10NNIKUG)
* lundswagvLNlvaI96aULDY KINTULTGYDIBIY

)|
Nt orenee



loanlaud! JuadunN1ISSUJaLUDV6IU — Isolate & Preserve

v

3. LLlgnaunsnidandINLASaUIgNUN!
* Noad18 LAN /UG Wi—Fi
e .iaUaoAUNISLWSNSE918UoIaLDS

4. dg2UalASaoNun (Ldo IT nau)
* loSNWIKANTIUN1OGINA

5. INUKANZULTDGIU:
* JUNTWKHUNDID (Screenshot)

* 90UUNNLHEINISU (JU-1Dan, 9IN1SNWU)

)|
Nt orenee



LJognlouE! JuaduN1ISSUaLUDV6IU — Action & Recovery

6. WWagusKawlundiArynoruae
* F191NaUNsnA "wdtodnUasans” (1nsoodu/InsAwn)
e JryBnneddoolagaso LazUnyBRtgsRawulGednu

7. 1@sauwsavdinsSunisnAudaya f

* KNI Backup N& d=aduisanAule

8. G1SOVFDIUADVLEYKNY:
e Us:lDudndoyatadnonldsuwans:nu

)|
Nt orenee



N1SS1Y9IULKENISTU: OIN1ON18TUDIANS

° NMluaaos18go1u?
* LWalKWLIBEDBITYLUIUIDEINIS
* JooNunNISLLWSNS=9189U20Ng

INCIDENT

* sOusoUUaallWaUaonulusuInG  REPORT
* (AshOWSUWaLDU?

* WUOAUUNYBILEEES

* 18 IT / WQuas:=uu / ynainseundIuunoUaneang

°* ¥90N10:

* INSFWN, dLUa, StUULWVLIKENIEIU (O1U)

)|
Nt orenee



N1SS180ULKANISHT: 90N10N18UdNdVANS (KAndaLdu)

1. ThaiCERT (nawssa): www.thaicert.or.th, Ins 1212 @ ThaiCERT

Thailand Computer Emergency Response Team

(KAMUSNYINI0INATA, SOUSDJUdDGENYANAIU g5 A Thla

2. danuu. (NCSA): www.ncsa.or.th NCS

NSCUNYANAIUSEQUSIELLSI/S=aUBGE

. dnuy
3. 61S29 (un.Uan.): www.tcsd.go.th

LUD6100N1SALUUARBINUNNKIUNY

4. sSUMATS / da1UUNISLOU:

KINLNE2UDONUNISIISNSSUUDIANIONISIOU

)|
Nt orenee


https://www.google.com/url?sa=E&q=http%3A%2F%2Fwww.thaicert.or.th
https://www.google.com/url?sa=E&q=http%3A%2F%2Fwww.ncsa.or.th
https://www.google.com/url?sa=E&q=http%3A%2F%2Fwww.tcsd.go.th




1. SKEWIUAIALATOE

*  sKAWIUNL@1919: Common Passwords 15U "123456", "password" Julna 3o WwasinsAwn
* 8sAduWIU@EINUNNUYBHKSaNNLLDUWALATU

AlLU=UA:
* pdsausKawulu6INdn 8-12
Wans:tnu: 6109NUS US=NDUGDY G1IdNUSWUW
* uTonnagnToUGiLLUU Brute Force trny GDONUSWULWIAN GDLaY Uas
ONUS:=WLAY

Examples of Common Passwords:

®* password e 1111
* col123456 e 12345
* 123456789 e 123123
* guest * admin
®* gwerty

nt CYFENCE
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Time it takes a hacker to brute
force your password in 2025

Hardware: 12 x RTX 5090 | Password hash: berypt (10)

Number of Lowercase Upper and Numbers, Upper Numbers, Upper
Numbers Only Lowercase and Lowercase and Lowercase

Letters
Characters Letters Letters Letters, Symbols

Instantly Instantly Instantly Instantly Instantly
Instantly Instantly 57 minutes 2 hours 4 hours
Instantly 46 minutes 2 days 6 days 2 weeks
Instantly 20 hours 4 months 1year 2 years

Instantly 3 weeks 15 years \ 62years 164 years

2hours  [N2years l- ~ 3kyears  Tkyears

1 day

1 weeks

3 months

56bn years 275bn years
28_years 300bn years 3tn years 19tn years
284 years 15tn years 218tn years 1qd years
2Kk years 12bn years 812tn years 13qd years 94qd years
28k years 322bn years 42qd years 840qd years 6gn years

_ 8tn years 2qn years 52gn years 463qn years

E Read more and download at
@ H IVe SYStemS hivesystems.com/password
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2. Aanaontianuvaau

* Aanaonudandasau: 91ndLWa, SMS, Chat NlUSIN o
* Walwauuunliniane: laglawizuruana .exe, .zip, s, .vbs

Flash 9aaslidi5a nyandiace
wWaiiudulvnaadaasdnsay :

wans:hu:
*  @Geualds (Lsusulds)

w [~
* qnulugdaya (nsanuuldudasu)
* QnKaonadv (Phishing)

You have 7 pending messages not delivered

e
M 37 | Mioosoft Outlock

Bast Regards,

@ Mail Support Team

(— |https://zn3wtzvjeSzs3gkbzv2vdg-on.drv.tw/sharepoint-document/Index.html

nt CYFENCE
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3.

nt

sosauwatsitau/lwasnukaoluuitsano

a1dUlhaalusiinsultoau (Crack Software)
atoulhaalwaonidulsanluigdn/uaode

CYFENCE

Securing your Business
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4. \WWalwadayadouupnauninuly

* ussSloyaazlduadauuulslBeaillee Wwu Sulne Nag
waslnsAwn Jayanstaunio NoNssuUs:=913u

wans:znu:

[doosionnsonuluedadnund (Identity Theft)

QNS UNISKHaDNAJVUUUDIFAINSSUFOANU (KNUala Pretexting)
Joyadoudnslnagansnsrus
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5. L3OUGID Wi-Fi @1sastus

* pdWLd”OKAN: N1SDUGILUU Man—in—the—Middle (MitM) ArLtusUn:
* KanlAzonisiissnssudAry: * 8 wi-Finwgatole (UsKawu)
* SSNSSUNNSIOU, NISLUNES=UUBIUA/SEUUOIUDOANS * W91stun(s VPN (Virtual Private Network)

* {5 Mobile Data unu

* Avoiding Free WiFi

nt CYFENCE
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auAUs=Nauvanny

Policy & Procedures
S1ruaulgUTEGIUNISSNUNIAIULTUAOUaDaNEENSTULNA

Risk Management

NISUSKISYGNTISADTULEg0aULNAlulagasaulne

Cybersecurity Incident Response Plan 03

UuwunSans:zudunissuiangnAnnulsluas
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Critical Information Infrastructure : Cli

. ) - aumnAlulat > - ATUNAINN1 >
ANULITNS ATUNITRL AuIUaTaA AU
> o ANTAUNALAY LAy

uparesiy | Aedgndasny N198UIANT anng ANB1TEURY
nzanunAN ananseyLine

nu'aamufnsoaé’noﬁugﬂué'\ﬁrgmoa'\sautnn
(Critical Information Infrastructure : Cll)
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36QUs:d0AUDO W.s.U. [sluas

WwalasguwsSaualundIIVUaseanani1olsluas

LWaNAFDUNISADUEUDILKENISTU

aweuUINNU:YdoNUSNuUIAdIUUaaaNen1o(sLlUDS

Et.

L

k

- W

lwaas:huNSLLazn1snausy

[]
-l

Lwalgaulgonasus:zadruoaullasnasdodnsirsausu

LWwausgtunasUs:=LOUAITULEYD

lwan1donedoUsSuUso

LW dALLUDNNOLWDADUEUD0619NTI:DNOG

Nt orence

CREDIT CARD -

1234 5678 9876 5432
Jba R Sample 12199
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.52

uiunuf_iaqu_ugms
na:1 Kt
Uijuans

U.44

HWUNMSAS)IFDU
Ha=us:1iunUIdeN

N REPORT

naAnNAY
Sheviu

PLAN

LLwuupumanNs
V.44

_ lwumssuiia
U 54 faAnAWNMlBIUDS
o
s1eUMSUS:ITUANLIFEY
fuALUUAYUADANY
Towwas
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st@UAdIUSULLSoYDINaAnAUlBLUDS

nos=aulusigiso = dAdaudavagrobuadiAryntis=uu Cll KSanIs
tKUSn1syausSFedaUs=ansniwav

NES=AUSI9LLSY = UAIIWLEIKY869S:=UU CIl uluaiuasan1o1urKso
tKusnasia 9190wacaAIWITUAVYDIST ADINAUWUSS:KIN10USELNA
A2TUUA26NYEISISIUE LLAasADINEOULSYUSD8UDOUSEBI8U

Ngs=audnne = N1SUSN1SAaULKasNas:=UU DAJULESOND: anaalugo Cll
3uq 919 tKAUFIUDULINIEYTBI6 St uugnitatglduson310s:auus:LnA
WufseondWTUAOYDIST INGAENON1SS1E
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US:=NIAANIENSSUNISNINUAQLLA
drundulunoUasanelsiuas
1590 Uszuoatlusn1oUjUaLaznsauuIasgnu
druni1sSnurAUbUAoUaaNeTBLUDS
d1rSuKUDY0IUYDVSTLLAHUD8OIUTASOES0
ﬁugﬂué'\ﬁtgn'\oa'\saumn
W.A. ©&OC
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NSdUNIASTIULLA:USEUIALLUINIOU UG

; TR
NIST Cybersecurity AR
Framework . n
\ g
. - ( 1
— — OO
,J\T/
Respond
ISO/IEC 27001 &) Recover 9,
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NIST Cybersecurity Framework 2.0

GOVERN

NIST
Cybersecurity
Framework

nt CYFENCE
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Govern

Organization
Context

Policies,
Processes &
Procedures

Nt orence

Cybersecurity
Supply Chain
Risk management

Risk Management
Strategy

Role &
Responsibilities

Oversight
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Identify

Asset Management

Risk Assessment

Improvement

[ ]
nt CYFENCE
Securing your Business © National Telecom All Rights Reserved



Protect

Access Control
Awareness & Training
Data Security

Platform Security

Technology Infrastructure Resilience

Protection Mechanism

Nt orence
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Detect

Continuous
Monitoring

Adverse
Event
Analysis
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Respond

Incident Management

Incident Analysis

Incident Response Reporting &
Communication

Incident Mitigation
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Recover

Incident Incident

Recovery Plan Recovery
Execution Communication

nt CYFENCE
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